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3 Deliverable 3.2 of the E-CRIME project (Grant Agreement Number 607775): Final report on countermeasure including policy 
and enforcement responses, March 2015. 
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Cybercrime

Title 1 - Offences 
against the 

confidentiality, integrity 
and availability of 

computer data and 
systems

Title 2 – Computer-
related offences 
(forgery, fraud)

Title 3 – Content-
related offences (child 

pornography)

Title 4 – Infringements 
of copyright and 

related rights
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5 European Commission, User Guide to the SME Definition, Ref. Ares(2016)956541, European Union, 2015. 
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6 An exception are provisions dealing with a special category of private actors, namely the operators of critical infrastructure, 
which are often identified as a separate category in legislation dealing with cybercrime and cyber security. 
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18 Deleting, damaging, deteriorating, altering or suppressing computer data is covered by Section 291 of the Criminal Code. 
Denial of service attacks that prevents the normal use of or access to data systems by overload or by causing a break down 
is criminalized under Section 293(2). 



 

 
39 

 

 

 

 

 

 

 

 

 



 

 
40 

 

 

 

 

 

 

 

 

 



 

 
41 

 

 

 

 

 



 

 
42 

 

 

 

 

 

 

 



 

 
43 



 

 
44 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
45 

 



 

 
46 

 

 

 

 

 

 

 

 

 

 



 

 
47 

 

 

 



 

 
48 



 

 
49 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
50 

 

 

 

 

 



 

 
51 

 

 

 

 

 

 

 

                                                

 



 

 
52 

 

 

 

 

 

 

 

 

                                                

 

 



 

 
53 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
54 

 

 

 

 

 

 

                                                

 



 

 
55 

 



 

 
56 

 

 

                                                

 
23 Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against information 
systems and replacing Council Framework Decision 2005/222/JHA [2013] OJ L 218. 
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https://www.cert.at/services/blog/20180731155524-2252_en.html
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https://www.cert-pa.it/
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24 ENISA, Guidelines for SMEs on the security of personal data processing 
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https://iapp.org/news/a/croatian-gdpr-implementation-law-main-features-and-unanswered-questions/
https://iapp.org/news/a/croatian-gdpr-implementation-law-main-features-and-unanswered-questions/
https://iapp.org/news/a/croatian-gdpr-implementation-law-main-features-and-unanswered-questions/
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https://hoeringsportalen.dk/Hearing/Details/60330
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52 In the UK the Government worked with the Information Assurance for Small and Medium Enterprises (IASME) 
consortium and the Information Security Forum (ISF) to develop Cyber Essentials, a set of basic technical controls 
to help organisations protect themselves against common online security threats. The full scheme, launched on 
5 June 2014, enables organisations to gain one of two Cyber Essentials badges. It is backed by industry including 
the Federation of Small Businesses, the CBI and a number of insurance organisations which are offering 
incentives for businesses. Cyber Essentials is suitable for all organisations, of any size, in any sector. From 1 
October 2014, Government requires all suppliers bidding for contracts involving the handling of certain sensitive 
and personal information to be certified against the Cyber Essentials scheme. More information on the Cyber 
Essentials scheme is available at https://www.gov.uk/government/publications/cyber-essentials-scheme-
overview) 
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53 ENISA, Guidelines for SMEs on the security of personal data processing, December 2016, p. 6 


